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Cyber Warfare on the Home Front - Part 1: Setting the 
Scene 
 

Setting the Scene 
 

At the very first AFCEA UK London Chapter Cyber Dinner back in 2015, I instigated a 

debate with Prof Thomas Rid, theming the dinner “Cyber Warfare is Taking Place”, a play 

on his now-famous book, “Cyber Warfare Will Not Take Place”.  Thomas based his 

contention that cyber warfare will not take place on Clausewitz’s definition of war; describing 

it as an act of violence to achieve political ends.  He argues that no one has been killed 

through a military-led cyber-attack, citing numerous examples of state-initiated attacks which 

fell short of putting lives at risk.  At face value, he may be correct, but modern warfare uses 

influence to achieve effects, alone or in concert with the kinetic means associated with 

violence. 

 

Before continuing, perhaps I should address two important questions:  What is Cyberspace? 

and What is the Home Front in Cyberspace?    

 

What is Cyberspace? 

 

In 2011, I was tasked with defining cyberspace in a way that Cabinet Ministers would 

understand.  I explained how when typing the words David Cameron into a computer; the 

computer-translated them to ”01000100 01100001 01110110 01101001 01100100 

00100000 01000011 01100001 01101101 01100101 01110010 01101111 01101110”. 

These 1s and 0s could then be transmitted throughout networks and through space or 

across physical systems to another computer.  “Cyberspace”, I said, “is anywhere electronic 

1s and 0s are created, transmitted, stored or manipulated”.  We stepped through some 

examples, and soon notions of cyberspace pathways appearing and disappearing and 

streams of 1s and 0s flashing past each other were being discussed. 

 

All of a sudden cyberspace came to life, with questions like: ”What if I constructed an aerial, 

can I catch 1s and 0s in flight?”  ”What if I sent 1s and 0s out of an aerial aimed at someone 

else’s aerial, could I send them a false message?”  It was not long before the notion of 

stealing data or observing data framed the need to preserve Confidentiality (C).  A friend 

from GCHQ would later coin the phrase, ‘keeping our secrets secret’.  Transmitting 

inaccurate data or interfering with data would put Integrity (I) at risk.  Finally blocking or 

denying access to data would impact on Availability (A).  The concept of CIA illustrated, I 

explained how what was real about the vulnerability of data (as information) could be applied 

to data controlling machines.   

 

Martin Libicki wrote, “All information not used for decision-making is entertainment”.  This 

reference has stayed with me.  An attack in or through cyberspace disrupts (denies, 

degrades, etc.) decision-making by men and machines. 
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To end the presentation, I projected onto the screen William Gibson’s description of 

Cyberspace from his book ‘Neuromancer’, "…..a consensual hallucination experienced daily 

by billions of legitimate operators, in every nation, by children being taught mathematical 

concepts.  A graphical representation of data abstracted from the banks of every computer in 

the human system. Unthinkable complexity.  Lines of light ranged in the non-space of the 

mind, clusters and constellations of data…..".  To which a voice in the room said, “The 

Internet”.   

 

If we think of the Internet as more than just the world wide web, as everywhere 1s and 0s 

are created, transmitted, stored or manipulated, we get an idea of the magnitude of 

cyberspace; the fact that it never is the same from one second to another and the risks to 

CIA of all data moving or at rest within it. 

 

What is the Home Front in Cyberspace? 

 

In cyberspace, the Home Front is not a geographic region.  It is a metaphor for where digital 

services, digital-enabled services, online domestic activity and social interaction occur.  It is 

the place where the local population is subject to malicious cyber activity.  

Examples of targets on the Home Front include, but are not limited to: critical national 

infrastructure, the financial sector, medical facilities, transportation, food distribution, media 

and online forums (gaming, discussion, social).  In this context, unlike in conventional 

warfare, operations on the Home Front begin ahead of Phase Zero military operations.  

 

The Home Front is therefore the ultimate test-bed for cyber capability, the terrain which 

camouflages state-sponsored manoeuvre and intelligence gathering.   

 

Cyber Warfare is Taking Place 
 

Militaries still study Clausewitz and the enduring lessons of his doctrine; teaching the nature 

of war remains unchanged and waging warfare is an act of violence.  Those unwilling to 

challenge the premise, ’the nature of the conflict is unchangeable’ can be persuaded the 

character of war is changeable.  I believe this is position is more about not wanting to 

challenge a norm.  For me, the nature of war has evolved in the West, where there is a low 

appetite for casualties.  The British people would not stomach 57,470 deaths, including 

19,240 fatalities, on day 1 of a battle; yet during the Battle of the Somme, it was the price of 

doing business.  If my contention is correct, the nature of warfare has shifted.  So, what is 

conflict in the 21st Century and what might it look like in cyberspace and on the Home Front? 

 

Clausewitz said, “war is an extension of politics by other means.”  While true, today, the act 

of going to war is the last option provided by one of four instruments of power, diplomacy, 

information, military and economic (DIME).  DIME echoes from the era of the 

Comprehensive Approach; combining political, civilian and military instruments to achieve 

the desired effect.  The message (information) is the critical dimension in warfare; all other 

devices reinforce the message.  Before and during the Gulf War in 1991, the message was 

“get out of Kuwait and don’t disturb globalisation.”  In a modern conflict like the allied relief of 
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Kuwait, war is a final resort, the message to an adversary or aggressor might first be 

delivered through diplomatic channels, backed by disruption of money flows or economic 

sanctions.  Military posturing and poise are declarations of seriousness and intent.  Like dials 

on a graphic equaliser, military, economic and diplomatic measures can be adjusted to 

soften or harden a message.  Cyberspace enables the targeted or broadcast of these 

messages through social media or direct to the inbox.  Cyber influence is a shaping activity if 

30% of the audience is connected to the Internet, as during the Arab Spring, messages can 

go viral through all other offline media. 

 

Warfare in cyberspace is a multi-dimensional activity capable of delivering strategic to 

tactical effects.  It is agnostic of physical or spatial geography, with an operational area 

defined by available access to the electromagnetic spectrum and digital terrain.  

Cyberwarfare operations can provide combat support on the traditional battlefield, 

interdiction along the supply chain, attacks on an opponent’s centre of gravity and a 

precision strike on everyday capabilities which keep countries running.  Cyber fires provide 

full-spectrum opportunity from influence, through domestic disruption, to kinetic effects on 

and off the traditional battlefield.  What sets cyber warfare apart is cyber operations can be 

fought on a Cold War footing, continuously, openly or covertly and without triggering the 

traditional armed response.  

 

Cyberwarfare on the Home Front is happening today.  Over a series of articles, I will lay out 

my hypotheses that state-led actors operate under unwritten ‘letters of marque’ akin to those 

issued by the Admiralty in the 1500s.  They operate within the jurisdiction of crime below the 

threshold of military response and the fight to counter them is futile without counter-strike. 
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Andrew Gudgeon OBE 
 

Andy Gudgeon is a passionate Executive with a track-record of setting strategic direction, 

providing political advice, insightful analysis, and delivering lasting change.  He thrives under 

pressure with instinctive business reflexes, developed over 29 years of military service.  

 

During active duty, he led globally dispersed IT and Long Haul Communications teams 

deployed to multiple theatres of operations; delivered complex Capital Programmes; 

operated a constellation of geo-stationary satellites; created innovative engineering solutions 

to enable military operations; led National incident and crisis response; led strategic planning 

and shaped National policy; pioneered and championed cyber warfare; and taught 

Advanced Systems Engineering Master of Science.  His own Master’s degree presented a 

means to detect stealth air and seaborne vehicles from space. 

 

Andy has worked at the highest level of government, supporting ministers, senior 

government officials and military high command and was part of the Office of Cyber Security 

and Information Assurance team that conceived and managed the UK National Cyber 

Security Programme.  He had the privilege of working in the Ministry of Defence, the 

Pentagon, Whitehouse and UK Cabinet Office; experience and relationships which he 

maintains, nurtures and draws upon.   

 

On his retirement from the Royal Air Force, as a Group Captain Engineer Officer, 

‘Communications and Information Systems’, he transitioned to the commercial Financial 

Sector.  Gudge brings clarity to business decisions, through a pragmatic risk lens, revealing 

vulnerability and opportunity.  At Zurich, he is working with senior leadership to optimise 

Enterprise and Operational Risk information; improving customer experience through risk-

informed enhancements to business processes and operational resilience. 

 

Previously, at Nationwide Building Society, he built a reputation for penetrative and objective 

operational risk oversight.  Through strong independent support and challenge he ensured 

customer experience was at the heart of technical operations, business services and digital 

change.  Over 3-years he was influential in improving risk-based decision making in Open 

Banking, Digital Services, IT Service Operations, IT Change, Cyber Security, Technical 

Programmes, and Operational Resilience.  

 

Recently appointed a Director of the Swindon and Wiltshire Local Enterprise Partnership, 

Andy is the sponsor for a UK Business Cyber Centre, the lead for Operational Resilience 

and Digital Growth.   

 

He retains close connections with the Armed Forces as a member of the London Chapter of 

AFCEA UK. 

 

 

 


